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Abstract—This paper identifies and empirically validates a class
of vulnerabilities in smartphone messaging systems that allows
attackers to easily spoof the identity of participants, even
injecting themselves into existing conversations. These issues
arise from ambiguities at two levels of the messaging stack.
First, that major carriers provide gateways between traditional
open email services and the transport services (e.g. IMS)
that manage the delivery of SMS/MMS messages in IP-based
cellular networks. Second, that the standard messaging apps
offered by popular smartphones support identity aliasing both
across protocols (e.g., iMessage, RCS, SMS/MMS) and across
identifier types (i.e., email addresses, phone numbers, etc.).
Taken together, we show that carefully crafted email messages
can be used to coerce carriers to issue spoofed IMS messages
that will then be displayed as the sender of the attacker’s
choosing (e.g., arbitrary email address, phone number or short
code) — including injecting forged messages into existing
messaging threads. We demonstrate working versions of these
attacks across a variety of phones (both Android and iPhone)
and wireless carriers (including AT&T, Verizon, T-Mobile, and
Google Fi), describe how they could be used to support more
complex attacks and discuss the range of mitigations and
defenses that would offer improved protection.

1. Introduction

“Text messaging” via cell phone was popularized by the
introduction of the Short Messaging Service (SMS) in the
early 1990s and accelerated with cross-carrier support by
the end of the decade. Supplemented by the Multimedia
Messaging Service (MMS) in the early 2000s (to accom-
modate photos and video as well) and then integrated into
IP networks via the IP Multimedia System (IMS), today all
cellular carriers natively support these standard messaging
features, and they are transparently integrated into the de-
fault messaging apps on every major smartphone brand.

Moreover, to help drive text messaging adoption in the
U.S., most major carriers also introduced email to SMS
gateways (e.g., Verizon’s vtext.com service was intro-
duced in 2001) to integrate existing SMTP-based email
networks with text messaging. Thus, by sending email to
phonenumber@carriergateway.com, the email con-
tent would be relayed, as a text message, to the recipient on
the carrier’s network with the associated phone number.

While certainly convenient, composing these two
services—email and SMS—creates a new and unique attack
surface as each messaging protocol has rich, but distinct,
rules for addressing and formatting. Indeed, email to text
services are not simply relays, but also protocol converters:
they must transform the syntax and expected semantics of
email headers into the associated fields supported by the
messaging transport medium (e.g., IMS) for native text mes-
sage delivery. Thus, any imperfection in how these gateways
perform this mapping or in the assumed integrity of an
email’s fields, could allow outside parties to inject prob-
lematic text messages into their system. This is particularly
true with respect to origin forgery since existing email au-
thentication protocols (e.g., SPF, DKIM, and DMARC) are
themselves complex and ambiguous. Further compounding
this challenge is that composition ambiguity is not limited to
email to text gateways, but can also be present in the handset
messaging apps themselves, since these have evolved to
unify both email and text-based message addressing.

In this paper, we investigate these issues by rigorously
exploring both sources of composition ambiguity and their
practical security impacts. Concretely, we make three prin-
cipal contributions:

• Carrier conversion mapping (sending side). We de-
velop a methodology for inferring critical email to mes-
saging conversion rules and test it empirically across
the major U.S. cellular providers.1

• Handset message interpretation (receiving side). We
systematically explore and then validate the key IMS
parsing and conversation mapping rules used by the
messaging subsystems of popular Android and Apple
smartphones. For example, we show how specially-
crafted sender email addresses can exploit bugs in
messaging apps to have the apps interpret the addresses
as phone numbers.

• Vulnerability assessment. Finally, using the range of
composition ambiguities that we have identified, we
develop and empirically validate end-to-end spoofing
attacks, demonstrating the range of capabilities avail-
able to unprivileged Internet email users and their ap-
plication to a variety of potential threats. This includes

1. We have also assessed the gateways of national cellular carriers
operating in Canada and Mexico, and we present an initial version of this
extended analysis in Appendix B.



not only spoofing new messages from arbitrary users,
but also injecting messages into existing messaging
threads, as well as on behalf of “verified” third parties
as implemented via RCS Business Messages (RBM).

Finally, we discuss these problems within the larger
challenge of service evolution, composition and integration
across legacy protocols, and explore the range of both
idealized and practical mitigations available.

2. Background

This paper focuses on the interaction between phone-
based messaging and email, and thus requires some basic
background in each to contextualize the points of contact
between the two services and the emergent opportunities
for ambiguity.

2.1. Mobile Phone Messaging

Text messaging over mobile phones was first standard-
ized in the mid-1980s via the Short Message Service (SMS),
part of the Global System for Mobile Communications
(GSM), and was offered commercially by the mid 1990s.
As originally conceived, SMS encoded individual messages
of up to 160 7-bit characters, transported as part of the
Mobile Application Part (MAP) SS7 protocol inside cellular
networks. In the early 2000s, the Multimedia Messaging
Service (MMS) commercially introduced support for both
longer messages, as well as video clips, images, and audio
— encoded using MIME (adopted from the email world).
Around the same time, the Third Generation Partnership
Project (3GPP) standardized the IP Multimedia Subsystem
(IMS), a SIP-based protocol for delivering cellular services
over IP networks including voice and SMS/MMS. Thus,
today most native SMS/MMS messages are sent via IMS.2

Against this background, so-called over-the-top (OTT)
messaging services were built that operated largely outside
the standard cellular ecosystem — notably Apple’s iMes-
sage.3 This allowed such services to more quickly add new
features such as location sharing, video calling, combined
Wi-Fi/cellular handoff, etc. Partially in response, the GSM
defined the Rich Communication Services (RCS) standard,
which allowed the incorporation of similar features via a
protocol operating in concert with IMS. Over time, the
distinction between OTT and non-OTT messaging has be-
come blurred — e.g., Apple’s standard messaging app offers
support for SMS/MMS and RCS over IMS in addition to its
native iMessage transport, and Google’s app, while ostensi-
bly RCS-based, will bypass IMS and use native Google RCS
servers if possible. Indeed, most default messaging apps

2. SMS and MMS internetworking between carriers is further compli-
cated and can involve a range of other protocols (e.g., Diameter) and
infrastructures (e.g., GPRS Roaming eXchange, aka GRX) but, for the most
part, the details of their function are secondary to the issues discussed here.

3. iMessage uses the cellular system for phone number validation, but
is otherwise run completely independently, although the Apple messaging
app will integrate messages delivered to a phone number via other delivery
mechanisms such as IMS.

attempt to hide the complexity of the underlying transport
and will associate all messages purporting to belong to the
same sender, regardless of the mechanism used to deliver the
message. Critically, legacy SMS/MMS over IMS remains a
common denominator service that is widely supported by all
networks, phones and default smartphone messaging apps.

2.2. Email to Text Message Gateways

Early SMS messaging was local to particular carriers,
but by 1999 inter-carrier exchange and billing had been
worked out, and thus phone numbers became a global
identifier for messaging. In part to encourage this broad
use and to integrate with the dominant form of Internet
communications at the time — email — carriers introduced
email to SMS (and then MMS) gateways. For example, in
late 2001 Verizon introduced vtext.com which would
accept emails of the form number@vtext.com (e.g.,
9876543210@vtext.com) and deliver them, via SMS,
to the Verizon customer with that phone number (followed in
2003 by vzwpix.com, which could also gateway MMS-
compatible content in this manner). Over time, all major
US carriers maintained such gateways, as well as many
independent Mobile Virtual Network Operators (MVNOs).

Such gateways operate by implementing standard In-
ternet email service: senders look up the gateway via the
Domain Name System (DNS), query the Mail Exchange
(MX) record, look up its IP address, connect via TCP on port
25, and then submit email via the Simple Message Transport
Protocol (SMTP). Part of the gateway’s “job” is to validate
that an email is well-formed: that the destination email
address is formatted correctly and belongs to a customer
served by the gateway, that the source email address has
not been spoofed (i.e., using existing email anti-spoofing
protocols including SPF, DKIM, and DMARC), and that
the body does not contain malicious or unwanted content
(typically via anti-spam filters and policy rules on acceptable
MIME types for attachments). If any of these checks fails,
then the gateway rejects the message and does not send it
to the recipient.

Finally, an email must then be converted into a form
compatible with the underlying message type (e.g., SMS,
MMS, etc.) and transport (e.g., IMS). This conversion may
include re-encoding text, images, and other attachments as
well as segmenting, as needed, to meet the requirements of
the particular transport modality. Moreover, standard email
To and From headers must be mapped to identifiers that will
be consistently interpreted by cellular messaging systems.
Figure 1 depicts a high-level example of how such header
mapping takes place in this workflow.

2.3. Related Work

This paper builds on prior work in both email security
and SMS spoofing, which we highlight briefly here.

Email Spoofing. The original SMTP design did not provide
any mechanism to guarantee the validity of a sender’s iden-
tity — a lack which gave rise to widespread email sender
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Mail From:
From:

To:

Subject:

Body:

(c) Recipient phone (987) 654-3210(a) Email to gateway (b) Gateway converts to SMS

mailfrom@hotcrp.com
from@hotcrp.com
9876543210@tmomail.net

Decisions!

Paper decisions posted to 
hotcrp.com/oakland26

From:

To:

Message:

from@hotcrp.com

9876543210@tmomail.net

/Decisions!/ Paper 
decisions posted to 
hotcrp.com/oakland26

Figure 1: Example of T-Mobile’s SMS gateway converting an email to an SMS message. The gateway has to select, parse,
and authenticate the sender identity and recipient, and convert the subject and body of the email into an SMS message.
Each of these operations can contribute to convincing spoofing attacks if not performed correctly.

spoofing. To address such abuse, a range of “add-on” email
protocols were created and deployed to limit spoofing.

However, these approaches can be complex in practice.
As such, one line of research (e.g., [4], [6], [9], [12], [13],
[15], [20], [26], [28], [45], [54]) has empirically analyzed
the deployment, management, and misconfiguration of the
three major email authentication protocols: SPF, DKIM, and
DMARC. Our methodology for measuring carrier deploy-
ment of SPF, DKIM, and DMARC builds on this prior work.

As well, there is a significant research literature focused
on particular techniques for defeating such anti-spoofing
measures. Among these, Hu et al. [27] conducted an end-
to-end measurement of email spoofing attacks at 35 major
email providers, Chandramouli et al. [10] studied email
spoofing through header injection, Chen et al. [11] and Shen
et al. [40] highlighted security vulnerabilities and possible
spoofing attacks in the context of composing email services,
Liu et al. [32] and Wang et al. [52] constructed email
spoofing attacks by abusing forwarding, Wang et al. [53] and
Wang et al. [55] demonstrated email spoofing vulnerabilities
in the context of shared SPF, and Ma et al. [33] crafted
email spoofing attacks by exploiting the Sender field. While
our work is focused on strictly the interplay between email
and SMS, we take advantage of several such previously
identified mechanisms to bypass weak anti-spoofing controls
used on the email side of these gateways.

Spoofing in Mobile Networks. Mobile cellular networks
have long had spoofing challenges as well. These include
various non-messaging issues orthogonal to our work, such
as spoofing caller ID in VoIP and VoLTE [14], [35], and
spoofing emergency alerts in 4G [31] and 5G networks [7].

However, much closer to our research is the broad
literature on text message spoofing (particularly driven by
SMS “spam”). For example, attacks employing fake cellular
base stations are readily able to spoof such messages [39],
[62]. Similarly, it has been well-documented that the lack of
authentication in 2G mobile networks enables spoofing [48],
[63]. Kim et al. [29] have demonstrated similar attacks
in LTE networks as well, and Zhao et al. [64] showed

how spoofing attacks could be accomplished in RCS with
physical access to the device of the victim. Yet others have
explored spoofing vulnerabilities in the context of IMS. For
example, Tu et al. [48] uncovered a variety of vulnerabilities
of IMS-based SMS and crafted various attacks, including
SMS spoofing. Shi et al. [42] showed additional spoofing
possibilities in IMS with a different threat model (malware
on the victim’s mobile device). Wang et al. [56] further
highlighted SMS spoofing possibilities by exploiting SIP
semantic ambiguities. Finally, research by Tsunoda [1],
[46], [47] identified spoofing vulnerabilities in commercial
SMS gateways (e.g., SMSGlobal). Our work is most closely
aligned with these latter efforts, but removes any require-
ment for privileged access to the IMS system, the victim’s
device, or the ability to deploy fake base stations. Instead,
we build on a broadly and publicly accessible attack surface:
the email to text gateways offered by mobile carriers.

3. Threat Model

In this paper, we focus strictly on spoofing attacks,
where an attacker seeks to send a message that appears to
originate from a sender identity that they do not control.4

Unlike previous work, which generally requires that the
attacker have some privileged technical capability to inject
messages (e.g., access to a custom SMS gateway [46], [47]
or the ability to inject raw IMS messages [42], [48]), our
threat model imposes only minimal technical requirements
on the adversary: an Internet host capable of making SMTP
connections (i.e., to carrier gateways), software (e.g., telnet
or curl) for customizing the headers and body of email
messages, and a domain under the attacker’s control (e.g.,
attacker.com) with permissions to configure its DNS
records such as SPF and DMARC.

In addition to these basic technical requirements, we
also assume our attacker can obtain sufficient intelligence

4. In Section 6.4 we briefly discuss how such a capability might be
amplified to also receive replies from the victim, but that is not a core
focus of this work.
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about their target to mount the attacks we describe. For
most attacks, this information includes identifying the tar-
get’s phone number, wireless carrier, and the carrier’s email
gateway (and a similar requirement for the sender identity
the attacker seeks to spoof “as”). An attacker can learn
the given person’s phone number through various means,
including through online search and phone directories, via
a public breach dump, or through a personal connection.
From a phone number, an attacker can typically infer the
wireless carrier providing service by using public databases
of phone prefixes (e.g., NANPA [36]) or using free services
that perform cell carrier lookups [21]. Finally, an attacker
can identify a carrier’s email gateway by searching online
for documentation (as we have done).

For more advanced attacks, an attacker may also need
additional information specific to the attack. For example,
when spoofing as a trusted entity (Section 6.2), an attacker
may need to know special origin phone numbers (e.g.,
Gemini) or addresses (e.g., RCS Business Messages) that
are used to signal that trust. Similarly, to spoof a group
conversation (Section 6.3), an attacker will also require the
email addresses or phone numbers of the other participants
in the group. Finally, for particular kinds of spoofing (e.g.,
when spoofing as a specific phone number) the attacker may
need to know if the target uses an iPhone or Android phone,
as the attack details depend on the platform.5

4. Security Analysis of Carrier Gateways

This section identifies major U.S. email to text carrier
gateways, analyzes their behavior in converting email to
mobile messages and evaluates their security mechanisms.
Specifically, we (1) infer how gateways derive the sender
identity from SMTP headers, and (2) assess the extent to
which gateways apply email security mechanisms to spoofed
messages. These represent the limitations on what kinds
of IMS messages can be sent via our attacks, a process
that is independent of the destination phone. Subsequent
sections will focus on how such messages are parsed and
displayed on the handset and how these vulnerabilities can
be combined to form complete attacks.

4.1. Identifying Gateways

We identified active gateway domains for twenty popular
carriers, including the three dominant mobile network oper-
ators (MNOs) and popular mobile virtual network operators
(MVNOs) in the U.S. (as per Section II.B.1 of the 2024 FCC
Communications Marketplace Report [18]).6 Since many of

5. To a first approximation, this distinction is readily available via Apple
Messages which will “color code” messages being composed based on
whether the target phone number has Apple Messages enabled or not.

6. While there are online lists of gateways [19], [59], we found them to
be outdated: many gateways no longer work because the carrier has been
acquired, merged with another, or went out of business. In most cases, such
as Metro PCS’s acquisition by T-Mobile [44], their customers migrated to
the new business and, hence, now use the email gateway of the new business
(i.e., former Metro PCS customers now use T-Mobile’s gateways).

Carrier Gateway Domain → MX Domain

txt.att.net →AT&T SMS att-e2xms-west.mx.a.cloudfilter.net
mms.att.net →AT&T MMS att-e2xms-west.mx.a.cloudfilter.net
msg.fi.google.com →Google Fi MMS alt3.gmr-smtp-in.l.google.com
vtext.com →Verizon SMS smtpin02.vzw.a.cloudfilter.net

Verizon MMS vzwpix.com,mypixmessages.com→
smtpin02-mms.vzw.a.cloudfilter.net
tmomail.net (SMS) →T-Mobile SMS tmo-west.mx.a.cloudfilter.net
tmomail.net (MMS) →T-Mobile MMS tmo-west.mx.a.cloudfilter.net

TABLE 1: U.S. wireless carrier SMS and MMS services,
their gateway domains, and the MX domain they point to.
Google Fi only delivers messages via MMS.

these carriers share gateways due to business relationships,
we focus on the most well-known carrier that uses each of
the shared gateways (we provide a full list of such carriers,
grouped by their email to text gateways in Table 6 of
Appendix C.1). Table 1 summarizes the advertised gateway
domains that we evaluate, the representative carriers that
use them, and the MX domain (i.e., returned from an MX
record lookup of the gateway domain) they use for receiving
email.7 We consider gateway domains for SMS and MMS
separately, as they exhibit different behavior. We purchased
service and SIM cards for each of these carriers, and en-
sured that their gateways were active by resolving their MX
records and verifying that port 25 at the associated MX
domain accepted SMTP connections and delivered email
messages to our phones.8

4.2. Inferring Gateway Conversion Strategies

The core functionality of an email to text gateway is
converting an email message to a mobile message, which
we refer to as their conversion strategy. After validating the
sender, the gateway must carefully map the sender identity
and message content from an email message format to a
mobile message format. Different message types (SMS and
MMS) have different standards, further adding to the com-
plexity of this mapping. Indeed, while there are standards
(3GPP TS 23.140 [16] and RFC 4356 [22]) that provide
high-level guidelines for this conversion process, as we show
later, the implementations vary across gateways.

7. We note that all but Google Fi appear to have outsourced their
mail handling to Cloudmark, a subsidiary of Proofpoint that sells secure
messaging services to ISPs, mobile operators and other large customers.

8. We also purchased wireless service for a sample of four other MVNO
carriers that share these gateways (e.g., Tracfone SMS uses the same gate-
way as Verizon SMS), and they all behaved the same in our experiments.
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Carrier Valid Valid Valid
Gateway MF & FROM MF FROM

AT&T SMS N/A N/A N/A
AT&T MMS MF MF ✘Rej

Google Fi MMS MF ✘Rej ✘ND

T-Mobile SMS From MF ✘ND

T-Mobile MMS From MF ✘ND

Verizon SMS From ✘ND From
Verizon MMS MF MF From

TABLE 2: Sender identity conversion behavior for carrier
gateways. N/A: Reserved phone number is used as the
sender information. MF: Message delivered and Mail From
header used. F: Message delivered and From header used.
✘Rej : Gateway rejects the message during the SMTP ses-
sion. ✘ND: Message not delivered to phone.

4.2.1. Methodology. Since gateway implementations are
not public, we treated each gateway as a black box and em-
pirically inferred the conversion strategy it employs. Then,
using existing standards as a guide, we conducted a series of
experiments which test the gateway’s behavior under varying
header or body conditions. These experiments not only
helped us understand the normal conversion process, but also
revealed how the gateway handles edge cases, which are not
standardized and handled differently by providers. For both
headers and message body, we started with common cases
where all relevant fields are present, and then tested edge
cases where one or more fields were missing (or empty if
the field has to be present) or duplicated (if applicable).

Sender and recipient headers. For the sender identity, we
started with common cases where both the standard SMTP
Mail From and From email headers exist. We then tested
three edge cases: 1) the From header is missing, 2) multiple
From headers exist, and 3) the Mail From header is empty
(“<>”). Similarly, for the recipient identity we started with
the common case where one To header exists, and then tested
edge cases where the To header is missing and multiple To
headers exist.9

Subject and message body. We started with the common
case where both the Subject header and the message body
exist. We then tested edge cases where the Subject header
is missing. In addition, for MMS we added common MIME
attachments (e.g., images or text files) to the email message
body to observe how the gateway handles them.

Capturing and parsing converted mobile messages. Fi-
nally, we established the mapping between the email mes-
sage format and the converted mobile message. We first ob-
tained the raw Protocol Data Unit (PDU [17], [37]) of each
mobile message, which represents the raw byte stream re-
ceived on the device after modem processing (Appendix C.2
shows an annotated example). Using raw PDUs allows us to

9. Other headers such as Sender can also indicate the sender identity.
However, from our tests gateways rarely rely on them compared to From
or Mail From, even when these additional headers are present.

Carrier
Gateway

MMS
PDU
FROM

MMS
PDU

SUBJECT

SMS/MMS
PDU
BODY

AT&T MMS F S B
Google Fi MMS F S B
T-Mobile SMS - - F / S / B
T-Mobile MMS F S B
Verizon SMS - - F (S) B
Verizon MMS F S B

TABLE 3: Message content conversion behavior for carrier
gateways. F: From, S: Subject, B: Body

analyze message content before it is parsed and rendered by
a messaging app and thus most closely captures how it was
sent via IMS.10 We then inferred the conversion strategy by
comparing PDU fields with the original email headers and
content. For SMS, the sender’s email address is encoded as
part of the content in a standard format, indicating that it
should be displayed as the sender of the message [17]. For
MMS, we use the standard sender field, From [37].

4.2.2. Results. Based upon our experiments, we describe
the carrier gateway conversion strategies used by various
providers to derive the sender identity and message content.

Sender Identity. Table 2 summarizes the different sender
identity conversion strategies used by the carrier gateways.
Regardless of the email address used in an email message,
the AT&T SMS gateway only uses a pool of reserved phone
numbers as the sender identity and wraps the original sender
in the message body. We mark this as N/A in Table 2 and
exclude it from further discussion since it directly prevents
spoofing. The AT&T MMS gateway always uses the address
in the Mail From email header and refuses to deliver a
message if this header is empty.

Three other gateways, Verizon SMS, T-Mobile SMS,
and T-Mobile MMS, all prioritize the From header over the
Mail From header. However, they exhibit different fallback
behaviors: Verizon SMS falls back to From when Mail From
is empty and does not deliver a message when From is
missing. In contrast, the T-Mobile SMS and MMS gateways
fall back to Mail From when From is missing, and do not
deliver a message when Mail From is empty.

Google Fi and Verizon MMS use the Mail From header
as the sender when both Mail From and From are present. If
either is missing, Google Fi does not deliver the message. In
contrast, the Verizon MMS gateway falls back to the From
header when Mail From is empty.

Such variations demonstrate the lack of standardization
and complexity in conversion strategies. As we show later,
some fallback behaviors lead to spoofing vulnerabilities.

Message Content. Table 3 shows the content conversion
strategies for the carrier gateways. All carriers distinguish
the subject and body syntactically, but have a wide variety

10. We obtained raw PDUs by installing a custom replacement for the
default Android messaging app.
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Carrier Basic Mismatched Missing Parsing
Gateway Logic Header Error

AT&T MMS

Google Fi MMS MF: attacker.com

F: example.com

MF: example.com

F: attacker.com

Verizon SMS MF: attacker.com

F: example.com

MF: <>

F: example.com

Verizon MMS MF: example.com

F: attacker.com

MF: <>

F: example.com

T-Mobile SMS MF: attacker.com

F: example.com
MF: example.com

MF: attacker.com

F: @user,@example.com:bad@attacker.com

T-Mobile MMS MF: attacker.com

F: example.com
MF: example.com

MF: attacker.com

F: @user,@example.com:bad@attacker.com

TABLE 4: Vulnerability of carrier gateways to various kinds of spoofing attacks (spoofing example.com).

of behaviors. All MMS gateways (Verizon, Google Fi, T-
Mobile, and AT&T) use the Subject header in the MMS
PDU, and transform the body as a plain text body part in
the MMS PDU. The SMS gateways, on the other hand, have
more restricted formats. Per specification [17], the email
address of the sender should be prepended to the message
body in the SMS PDU. SMS does not have a dedicated or
standardized subject field, though, and we observe different
formats among carrier gateways: T-Mobile’s SMS gateway
encodes the subject between two slashes, and Verizon’s SMS
gateway encodes the subject between parentheses. While
carriers may use stylized subject formats to indicate that
the message content is converted from an email messages,
an attacker can suppress these formats and deliver messages
that look like normal text messages (Appendix C.5).

4.3. Bypassing Sender Authentication

For an attacker to spoof the sender identity of an email
message they need to bypass the sender authentication
mechanisms of the gateway. Guided by prior work in email
security, we developed a suite of nearly 125 spoofing attacks
to evaluate a broad range of basic and advanced spoofing
techniques for bypassing the gateway’s sender authentication
mechanisms. The source code for all scripts is available at
https://github.com/ucsdsysnet/email2sms.

4.3.1. Methodology. Modern email systems use three com-
mon anti-spoofing mechanisms: SPF (authenticating sender
IP via the Mail From domain), DKIM (cryptographically
signing message content), and DMARC (aligning the From
domain with SPF or DKIM results). If an email message
fails DMARC, the owner of the From domain (typically the
domain being spoofed) expresses a policy in its DMARC
record that the gateway uses to determine the outcome:
Reject or Quarantine the message, or None to deliver nor-
mally. Following prior work [13], [20], [27], we configured
a domain with SPF, DKIM, and DMARC records and ran
an authoritative DNS server to capture all DNS queries from
gateways processing our emails (using unique subdomains
with a TTL of 1s). For each gateway, we inferred support for

these mechanisms and conducted spoofing tests to evaluate
their implementation.

We performed two kinds of spoofing tests (basic and
advanced) that model different degrees of attacker sophisti-
cation. Basic spoofing tests model cases where an attacker
simply spoofs the From header of an email message without
any additional modification. Inspired by Hu et al. [27] and
Liu et al. [32], we spoofed four categories of domains: (1)
domains that do not support SPF, DKIM, and DMARC, and
domains that do using policies of (2) Reject, (3) Quarantine,
and (4) None. For each category, we spoofed as a domain
under our control as well as a top-ranked Tranco [30] do-
main. These choices of domains represent different levels of
domain reputation to detect any potential special protection
for often-targeted domains (observed by Liu et al. [32] and
in our own experiments). We configured the spoofed email
message to pass SPF and DKIM using a domain under our
control (but not the same as the domain in the From header).

Advanced spoofing tests model a more sophisticated
attacker. Inspired by attacks described in Chen et al. [11] and
Shen et al. [40], our test suite includes nearly 75 spoofing
techniques that broadly belong to four categories. These cat-
egories include missing or duplicate headers (e.g., multiple
From headers), obsolete headers (e.g., routing addresses and
comments in From), malformed headers (e.g., From header
that is not an email address), and malformed email addresses
(e.g., an email address with a control character in the local
part, or with a TLD that does not exist). While our tests
covered a broad range of techniques, they might not be
complete due to the blackbox nature of the gateways.

4.3.2. Results. Our measurements indicate that all gateways
support SPF, DKIM, and DMARC. All but one (AT&T
MMS) reject email messages that naively spoof as a domain
that has a DMARC policy of Reject. AT&T MMS ignores
DMARC and relies solely on SPF authentication: email
messages that pass SPF are delivered, while those failing
SPF are blocked, regardless of DMARC alignment status.

Despite these security measures, the gateways are vul-
nerable to a variety of spoofing attacks that bypass these pro-
tections. Table 4 summarizes the attacks in five categories,
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Mail From: delivery@usps.com

From: attacker.com

Subject: USPS Alert

Body: Your package is held.

SMTP Email
From: delivery@usps.com
Subject: USPS Alert
Part 0 
 | Content-Type: text/plain
 | Body: Your package is held.

MMS PDU

(a) Spoofing usps.com with invalid From on Google Fi’s MMS gateway.

Mail From: <>

From: john.doe@state.gov

Subject: Travel Advisories

Body: You have an alert.

SMTP Email

Body: john.doe@state.gov

(Travel Advisories) You have

an alert.

SMS PDU

(b) Spoofing state.gov with empty Mail From on Verizon’s SMS gateway.

Figure 2: Examples of carrier gateway conversions of sender
identity and message content under (a) mismatched logic
and (b) missing header attacks (parsed representation of the
PDU shown for clarity).

each of which we detail below. In these attacks, the goal of
the attacker is to have a gateway deliver a message spoofed
as coming from example.com, a domain not under control
of the attacker. We start with basic spoofing attacks, and then
progress to more sophisticated versions.

Basic Spoofing Attacks. All three gateways that prioritize
From over Mail From are vulnerable to a basic spoofing
attack: spoofing any target domain that has a DMARC policy
of None or Quarantine. An attacker can simply set the From
header to the desired spoofed domain and their own domain
attacker.com in the Mail From header.

The ability of attackers to spoof domains with a
DMARC policy of Quarantine is particularly concerning,
as this policy is widely regarded as strict. If the recipient is
a Web mail service, for instance, the message is typically
delivered to the recipient’s spam or junk folder. However,
because of the conversion process and the lack of a “spam”
folder in mobile devices, the gateways deliver the message
to the recipient’s phone like a regular text message.

Mismatched Logic Attacks. Two gateways, Google Fi
and Verizon MMS, decide whether to deliver a message
using the outcome of DMARC authentication. However,
while DMARC authenticates using the From header, the
two carrier gateways use the address in the Mail From
header as the sender. This mismatch allows an attacker
to use a domain they control in the From header to pass
DKIM and DMARC authentication, while placing a domain
protected by a DMARC policy of Reject (e.g., usps.com)
in the Mail From header, which the gateways display as the
sender (Figure 2(a)). In addition, the attack also succeeds
for Google Fi when using a malformed From header (e.g.,
an alphanumeric string that is not a valid email address).

Missing Header Attacks. Three gateways have vulnerabil-
ities when authenticating an email message with a miss-
ing header, which allows an attacker to bypass DMARC
authentication checks. As shown in Figure 2(b), Verizon’s

SMS and MMS gateways incorrectly authenticate an email
message when the Mail From header is empty (“<>”).
Both gateways deliver the message using the address in the
From header as the sender identity without performing any
authentication checks. This vulnerability allows an attacker
to spoof arbitrary domains. In addition, Verizon’s SMS
gateway uses the content of the From header as is without
any formatting checks, allowing an attacker to spoof as
arbitrary alphanumeric sender identities. We show that this
practice creates significant security issues in Section 5.

Lastly, T-Mobile’s gateway incorrectly authenticates an
email message when the From header is missing: the gate-
way falls back to using Mail From as the sender identity
(Table 2) and does not perform any authentication checks.
T-Mobile’s gateway also exhibits special protections for pop-
ular domains (e.g., usps.com) but not for other DMARC
policy of Reject domains (e.g., box.com). For popular
domains, the gateway returns an SMTP error code 552 5.2.0
sender rejected AUP#SNDR, suggesting the spoofed domain
triggers a reputation-based filter. For less popular domains
(e.g., lower-ranked Tranco domains and our own domain,
both with a DMARC policy of Reject), the gateway delivers
the message with the spoofed sender identity.

Parsing Error Attacks. First highlighted in [11], some
email server implementations incorrectly parse complex
email addresses that contain routing information. For ex-
ample, the following address is a valid SMTP From header:

<@route1.com,@route2.com:user@site.com>

The first two domains, separated by a comma, are
treated as routing information, while the delivery address
is user@site.com. T-Mobile SMS and MMS gateways
have issues when parsing this type of address. In particular,
when the routing domain is malformed, the gateways fail
to recognize it and incorrectly process the address. For
example, with the following From header where the first
domain is malformed (user instead of user.com):

<@user,@example.com:bad@attacker.com>

The T-Mobile SMS and MMS gateways incorrectly convert
the above header to user@example.com as the sender
and ignore the real address, bad@attacker.com. This
vulnerability allows an attacker to spoof arbitrary domains.

Summary. The attacks identified in this section document
a variety of ways to bypass the sender authentication mech-
anisms of the gateways. In the worst case, attackers can
spoof email messages with an arbitrary local name and
domain of the attacker’s choosing. In one case (Verizon
SMS), attackers can spoof arbitrary alphanumeric strings as
well. Next, we show that these attacks can further exploit
vulnerabilities on the receiving phones to also transform
from an email address to a phone number or short code.

5. Security Analysis of Phone Messaging Stack

Next, we evaluate how control over the sender identity
that email to text gateways provide enables novel spoofing
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Parsing Vulnerability Phone Spoof As Received As Parsed As Layer

Phone Number 9876543210=?@attacker.com +1 (987) 654-3210
Special Sequence Apple Short Code 54321=?@attacker.com 54321 Telephony

Text Chase=?@attacker.com Chase
Phone Number "9876543210 "@attacker.com +1 (987) 654-3210

Space Apple Short Code "54321 "@attacker.com 54321 Telephony
Text "Chase "@attacker.com "Chase
Phone Number ‘9876543210’ or "9876543210" +1 (987) 654-3210

Invalid Address Apple Short Code ‘54321’ or "54321" 54321 Telephony
Text Chase Chase
Phone Number 987@6543.210 +1 (987) 654-3210Numeric Address Android Short Code 5@4.321 54321 Google Msgs

TABLE 5: Parsing vulnerabilities in Apple and Android messaging stacks.

vulnerabilities in smartphone messaging stacks. We study
the two most popular smartphone messaging stacks, Apple’s
iOS and Google’s Android. Through brute force analy-
sis, validated by reverse engineering, we discovered that
carefully-crafted email addresses can confuse the stacks and
cause them to convert email sender identities into spoofed
phone numbers, short codes, or even alphanumeric codes. In
most cases, the spoofed messages appear in the messaging
app as coming from the legitimate sender, and in some cases
insert into existing conversations, with only an indication
that the conversation switched to SMS (and out of RCS
or iMessage). We also performed a historical analysis of
these vulnerabilities. The Apple vulnerability appears in
their OS library binaries since at least 2012, and the Google
vulnerability may have existed since at least 2017.

5.1. Address Parsing Vulnerabilities

Spoofing as a short code, phone number, or text string
using a specially crafted email address requires a vulnera-
bility in the messaging stack that will cause it to incorrectly
convert an email address into these formats (e.g., converting
1234@attacker.com into the short code 1234). Find-
ing these vulnerabilities is challenging, as the messaging
app as well as many libraries process SMS/MMS sender
identities. Instead, we treated the sender identity parsing
functionality as a black box and brute forced a variety of
character patterns in email addresses. Then we validated
the specific characters that caused a spoofing capability by
reverse engineering libraries and applications to find special
handling of these character patterns (Section 5.2). Table 5
summarizes the four kinds of vulnerabilities we discovered.

Methodology. We started by finding character patterns that
caused the messaging stack to parse an email sender identity
incorrectly. On discovering a vulnerable pattern, we then
generated a set of test cases that determined the types of
spoofing that this pattern enables (e.g., converting an email
address to a phone number).

In the address local part, we tested all combinations
of ASCII characters and extended UTF-8 bytes in runs
of 1–3 characters (e.g., hello&$?@attacker.com). We
also tested RFC-compliant double-quoted local parts (e.g.,

"a b"@attacker.com) and non-standard single-quoted
variants, embedding spaces, Unicode, SMTP comment syn-
tax ('user(comment)'), and delimiters illegal outside
quotes (commas, colons, semicolons). We also tested email
addresses with entirely numeric, truncated, or structurally
incomplete registered domains and TLDs (e.g., 1@2.3) with
combinations of invalid local parts, domains, and TLDs.

We used Verizon’s SMS gateway to deliver these test
messages to both iOS and Android phones since Verizon
had the most permissible sender identity gateway conversion
attack (Section 4.3). We then compared the received sender
identities with the ones that we sent from the cellular
network to the phone based on the raw message PDUs stored
in the device’s local SMS/MMS databases (Section 4.2.1).
For each vulnerable pattern that caused a visible change in
the sender identity, we generated test cases that attempted
to spoof as a phone number (both US and international
numbers), a short code, or text. We also verified that the
messaging app displays the spoofed sender identity stored
in the database to the user when reading messages.

We tested if there are differences in how the OSes
process messages on different models of devices using three
versions of Apple iPhones11 with iOS versions 17, 18.5, and
26, and three Android devices from vendors with the largest
U.S. market share [43]: Google Pixel Fold with Android 16,
Samsung Galaxy S22+ with Android 14, and Motorola Moto
G Play with Android 13. We used the native messaging
app on iOS and the two most popular messaging apps on
Android: Google Messages for Google and Motorola, and
Samsung Messages for Samsung Galaxy.12

Apple iOS Vulnerabilities. We discovered three vulnerabil-
ities with iOS’s messaging stack, each of which allows an at-
tacker to spoof as an arbitrary phone number, short code, and
alphanumeric number. First, iOS’s messaging stack cuts off
all characters in the sender identity after the MIME encoded-
word start sequence “=?”, which causes the messaging

11. Due to Apple’s closed-source nature, we were unable to capture the
SMS/MMS PDU on an iPhone. Instead, we used the equivalent message
from Android as a proxy and assumed that the gateway delivers the same
message to both Android and iPhone.

12. Starting with Galaxy S21, the default messaging app for Samsung
phones is Google Messages [49]. Prior to this, the default messaging app
was Samsung Messages. We tested both apps on the Galaxy S22+.
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subsystem to interpret just the left portion as the sender
identity (Section 5.2). Depending on what appears before
the sequence, iOS converts the sender identity to a phone
number, short code, or alphanumeric text. For example, if
the email address is 9876543210=?@attacker.com,
iOS converts it to a phone number (+1 987-654-3210). A
variant of this attack also works for international numbers by
prepending the country code (e.g., +919876543210=?).

In addition to “=?”, an ASCII space (“ ”) has similar
behavior: iOS converts only text on the left side of a space
to a sender identity. Note that this attack requires a double-
quoted email address (e.g., "54321 "@attacker.com):
iOS’s messaging stack strips the leading double quote when
the text looks like a phone number or short code, but keeps
the double quote when the text consists of letters.

The last vulnerability pertains to how iOS’s messaging
stack parses the body of a raw SMS PDU. Recall that the
gateway conversion process for SMS pushes the sender iden-
tity to the SMS PDU body (Section 4.2.2). Thus, an SMS
parser in the messaging stack must parse the sender identity
from the SMS PDU body, overriding the default originat-
ing address for email gateway conversions (Appendix C.2
shows an example Verizon SMS PDU). It is during this
process that Apple’s message stack skips validation if the
sender identity in the SMS PDU is a valid email address,
and instead parses the invalid address as alphanumeric text
(e.g., “Chase”), phone number, or short code. In contrast,
the Android messaging stack only overrides the originating
address if it is a valid email address.

Android Vulnerabilities. We also identified a significant
vulnerability with Android’s Messaging stack when the
Google Messages app [23] receives SMS messages. Android
incorrectly deletes email address specific characters (i.e., ‘@’
and ‘.’) from email addresses that look like phone numbers
(or short codes). This behavior enables an attacker to use an
email address to spoof an arbitrary phone number or short
code. For example, an SMS in Android’s database contains
the phone number “+1 (987) 654-3210” when sent from
the email address 987@6543.210 (using country codes
similarly spoofs international numbers).

Note that Android does not exhibit this vulnerability
when the default messaging app is Samsung Messages on
Samsung Galaxy phones.

5.2. Root Cause Analysis

Next, we find plausible validation for the root causes
of the vulnerabilities identified in both iOS and Android’s
messaging stacks.

Methodology. For Android, we manually examined the
open-source code of the Android telephony framework and
used JADX to reverse-engineer parts of the closed-source
Google Messages app to understand how it handles message
sender identities. For iOS, we manually reverse engineered
the SMS/MMS libraries CoreTelephony and IMCore using
Ghidra for iOS 26.1 (23B85) released on March 11, 2025,

Baseband/ Modem
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Def aul t  Messagi ng App
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Figure 3: The four layers of the OS messaging stack on
Apple’s iOS and Google’s Android.

using the ipsw tool [8] to obtain the latest version of
the firmware. In both cases, we searched for the character
patterns that caused the incorrect conversion of sender iden-
tities. We also searched for the code that processes email and
phone number sender identities to see how they determine
if a sender identity is an email or phone number, and how
they process each differently.

Background. For both OSes, once the carrier delivers the
PDU to the modem, the message goes through a series of
layers of libraries and finally the messaging app where it
is ultimately displayed to the user. The message can be
filtered or manipulated at any of the four layers shown
in Figure 3. However, the OSes differ in what order the
messages are parsed in these layers: iOS has a messaging
subsystem library that stores the messages in a database,
then the messaging app just reads this database to display
them. Android instead sends messages directly from the
Telephony Framework to the default Messaging App, which
then stores and reads them from the database in the messag-
ing subsystem. This difference means that it is possible that
a sender identity conversion can happen in the Messaging
App on Android, but it can only happen in libraries on iOS.

Android’s Messaging Stack. The Android SMS/MMS de-
livery architecture places a significant portion of the mes-
sage processing logic in the default messaging app, rather
than in the Android OS telephony framework. When the
Android telephony framework receives a PDU, it passes it
to the default messaging app (Google Messages in our case)
through a broadcast intent [3]. The messaging app parses the
message, displays it to the user, and persists it to the Android
messaging database (mmssms.db) through the Telephony
content provider APIs [2], [34].

We discovered that the raw PDU and the SmsMessage
object parsed by the Android telephony framework preserves
the sender as the original all-numeric email address (e.g.,
987@6543.210). However, when Google Messages re-
ceives the message, it checks if the sender address is an
email address using a regular expression. Unfortunately, this
regular expression has a bug that requires the email address
domain to have a top-level domain (TLD) ending in an
alphabetic character. Thus, an all-numeric email address—
although syntactically correct per RFC 5322 [38]—fails this
check and Google Messages treats it as a phone number.
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Finally, once Google Messages considers the sender
identity as a phone number, it sanitizes this “number”
by stripping non-numeric characters (e.g., ‘@’ and ‘.’),
and stores the number in the Android messaging database.
Figure 5 shows an example of this behavior, where we
spoofed an email message with an all-numeric email address
987@6543.210 and Google Messages displayed it as the
phone number “+1 (987) 654-3210”.

We looked at historical versions of Google’s messaging
app and found that a similar email address matching regex
appears in Google’s Messaging apps dating back to at least
2016 (version 2.0.068).

Apple’s Messaging Stack. While Android’s address pars-
ing vulnerability is in the messaging app layer, Apple’s
vulnerability is in a different layer: the Core Telephony
framework of Apple’s messaging stack [58]. From reverse
engineering the Apple libraries, we discovered that Apple’s
telephony layer infers whether the sender address is an email
address or phone number based on the presence or absence
of a single ‘@’ character. If it infers the message to be an
email message, it always treats it as an MMS message and
therefore performs MIME decoding on the sender identity
before storing it into the database. This behavior appears
to explain why we discovered that the sequence “=?” (the
special sequence indicating a non-ASCII, MIME-encoded
string) causes the sender address to be truncated to just the
string before the sequence. The code also indicates that if
the sender address is not an email address, it is not MIME
decoded and is passed through the telephony layer as is.

Although we are unable to execute the firmware in a
debugger, results from black-box tests are consistent with
our interpretations from reverse-engineering the libraries:
(1) when sending email messages with a MIME encoded
sender address (e.g., =?UTF-8?B?w7w?=), the displayed
sender is MIME decoded (ü), and (2) when sending email
messages with a plain text sender address (e.g., Chase=?
with the special sequence but without an ‘@’ character), the
displayed sender is not MIME decoded and Apple Messages
displays it as is (e.g., Chase=?).

We also tested and reverse engineered this behavior on a
much older version of iOS, iOS 9 from 2012 using an iPad
Mini 1st gen. We found it has consistent behavior across
both versions of the firmware (iOS 9 and iOS 26), indicating
that this is a long-standing vulnerability in how iOS handles
email-formatted sender identities.

5.3. Interleaving Conversations

To improve user experience, messaging apps can coa-
lesce messages to create a unified view of a conversation
with another person: regardless of whether a person commu-
nicates from their work or personal number, through SMS,
MMS, iMessage, or even by email, messages from this per-
son can be grouped together. While convenient, this practice
assumes that the sender identity of a message is trustworthy.
However, this assumption does not hold in the presence of
spoofing attacks, which enable attackers to inject spoofed

(a) iPhone (b) Android

Figure 4: Interleaving behavior of Apple Messages and
Google Messages across contact methods and protocols.

messages into existing conversations and significantly boost
the trustworthiness of the spoofed message.

Methodology. We systematically investigated how messag-
ing apps coalesce messages from different contact methods
and protocols. For each phone and messaging app we exam-
ined: (1) whether messages from the same phone number but
different protocols (e.g., SMS, MMS, RCS, and iMessage)
are merged; and (2) whether messages from different con-
tact methods (phone number vs. email via carrier gateway)
belonging to the same contact are merged.

Results. All three applications we tested (Apple Messages,
Google Messages, and Samsung Messages) only indicate
when a protocol change occurs (e.g., RCS to SMS, or
iMessage to SMS) by displaying small labels “Text Message
* SMS” or “Texting with Jane (SMS/MMS)” as shown in
Figure 4. However, the apps only display this indication for
the first message of a protocol change, and a quick suc-
cession of spoofed messages from the attacker can quickly
scroll such an indicator off the screen.

For different contact methods, Apple Messages exhibits
the most aggressive merging behavior: it uses a single
conversation thread that interleaves messages sent from
all phone numbers and email addresses associated with a
contact, regardless of protocol. In addition, Apple Messages
does not indicate to the user the contact method and channel
a message was received from (e.g., email vs. phone number).

This merging strategy, while convenient for users, makes
spoofing attacks more powerful on the iPhone. An attacker
need only spoof a contact’s email address, and Apple Mes-
sages will interleave the spoofed message with an ongoing
thread with the contact’s phone number. In contrast, Google
Messages and Samsung Messages on Android use a separate
thread for every contact method, even if they belong to the
same contact.

6. End-to-End Attacks

The previous sections focused separately on vulnerabil-
ities in the email gateways and phone messaging stacks. In
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(a) Email Address on iPhone (b) Phone Number on Android (c) Text on iPhone (d) Short Code on Android

Figure 5: Spoofed sending attacks on Apple Messages and Google Messages.

this section, we explore how an attacker can exploit these
vulnerabilities end-to-end in real-world scenarios. We start
with generic spoofing attacks that only require knowledge of
the victim’s phone number and corresponding gateway (Sec-
tion 6.1). We then progress to more sophisticated attacks,
where the attacker utilizes special treatment of certain sender
identities (Section 6.2) or knowledge of the victim’s contacts
(Section 6.3) to increase the effectiveness of the attacks.
Finally, we discuss how sender spoofing can be combined
with phishing content to deceive victims (Section 6.4).

For each attack, we sent an email message with a
spoofed sender identity through a carrier gateway (Sec-
tion 4.3), triggering vulnerabilities in the phone’s message
parsing (Section 5.1), and observed how the default mes-
saging app renders the message to evaluate success.

6.1. Generic Spoofing

The simplest set of attacks that an attacker can perform
is spoofing as a sender of the attacker’s choice, such as
an email address, phone number, short code, or text. This
category of attacks only requires knowledge of the victim’s
phone number and corresponding carrier gateway.

Email Address. Figure 5(a) shows an example attack
spoofing as an email address (delivery@usps.com) on
iPhone. By exploiting vulnerabilities in Section 4.3.2, an
attacker can spoof as an arbitrary email address for all but
one carrier gateway (AT&T MMS). This spoofed address
will render as is on both Android and iPhone.

Phone Number, Short Code, or Text. Figures 5(b), 5(c),
and 5(d) show examples of attacks spoofing as a phone num-
ber (+1 987-654-3210), text (Chase), and short code (54321)
on iPhone and Android. The vulnerabilities in Section 5.1
collectively allow an attacker to spoof as an arbitrary phone
number or short code for all carrier gateways on iPhone;
arbitrary text for all but one carrier gateway (AT&T MMS)
on iPhone; lowercase text for the AT&T MMS gateway on
iPhone; and an arbitrary phone number and short code for all
but one carrier gateway (AT&T MMS) on Android. Table 7
in Appendix C.3 details which vulnerabilities an attacker
can exploit through each of the carrier gateways.

6.2. Trusted Brands Spoofing

Next, we describe spoofing attacks that take advantage of
special treatment of high-profile sender identities by mes-

saging apps. Such special treatment is designed to ensure
trustworthiness of messages from important organizations.
Ironically, an attacker can exploit such special treatment to
boost the effectiveness of their spoofing attacks. We identify
two types of special treatment: (1) Verified RCS Business
Messages (RBM) from organizations on iPhone; and (2)
Chat with Gemini on Android.

Verified RBMs on iPhone. Verified RCS Business Mes-
sages (RBM) builds on top of Rich Communication Services
(RCS), a protocol supporting rich media and interactive
communication (e.g., to notify when a package is deliv-
ered) [24]. Starting with iOS 18, Apple integrated RCS
into Apple Messages and the support for RBM followed
closely after. When the message app receives an RBM
message, it renders the sender identity as coming from an
organization, and not from a short code, an email address,
or a phone number. Figure 6(a) shows an example RBM
from Microsoft, where the app displays the Microsoft logo
at the top. If the user taps on the sender, Apple Messages
displays contact information for the organization together
with a verified badge (Figure 6(b)).

Apple Messages treats a message as an RBM if the
sender identity is an email address of a specific format
(e.g., microsoft_abcdef@rbm.goog13 in Figure 6(a)),
regardless of whether it is sent over RCS, SMS, or MMS. It
uses such addresses to look up the organization’s branding
information (e.g., logo). However, Apple Messages never
validates that the message was actually sent over RCS—it
relies solely on the format of the email address.14

An attacker can therefore spoof an RBM by simply
spoofing the sender identity as an email address of the
specific format. Such email addresses are straightforward
to obtain from a message dump of an iPhone that includes
legitimate RBMs from the organization. This vulnerability
undermines a key goal of RBM: preventing anyone but the
organization from sending messages under its identity.

Chat with Gemini on Android. On Android, users can
chat with Gemini in the Google Messages app. Similar
to RBM on iPhone, Google Messages treats a message
as being from Gemini if the sender identity is a special
phone number (833-991-3448), regardless of whether
the message is sent over RCS, SMS, or MMS. Hence, on

13. The domain rbm.goog has a neutral SPF policy and a DMARC
policy of None, making it trivial to spoof.

14. The attack requires no prior relationship with the business to spoof
an RCS Business Message in Apple Messages.
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(a) Conversation (b) Contact Info

Figure 6: Spoofed RBM injected into Microsoft chat.

Android an attacker can spoof messages from Gemini by
simply spoofing the number.

6.3. Targeted Spoofing

Attackers can mount more targeted spoofing attacks by
using knowledge specific to the victim, such as information
about the victim’s contacts or existing conversations. We
document two types of such targeted spoofing attacks. The
first type of attack injects spoofed messages into existing
conversations that the victim already has. The second type
allows an attacker to spoof multiple participants in a group
conversation that the victim is a part of.

Injecting as a Short Code. Figure 7(a) shows an attacker
injecting a spoofed message into an ongoing conversation
with Chase bank’s short code (24273) on iPhone. This attack
represents cases where the conversation is with a sender
identity that is not in the victim’s contact book. In such
cases, the attacker needs to spoof as the exact sender identity
to inject a message on both iPhone and Android.

Injecting as a Saved Contact. As discussed in Section 5.3,
Google Messages merges only messages sent from phone
numbers into a single conversation thread. Consequently,
to inject a message into an existing thread with a saved
contact on Android, the attacker must spoof that contact’s
phone number. Apple Messages, on the other hand, merges
messages from multiple contact methods—including email,
iMessage, SMS, and MMS—into the same conversation
thread (Figure 4(a)). As a result, on iPhone an attacker can
inject a message into an existing thread by spoofing any of
the contact methods associated with the target.

Group Spoofing. When an attacker has knowledge of mul-
tiple contacts saved on a victim’s device, they can construct
a fake group conversation involving the victim and those
contacts. The attacker can then assume the identity of any
participant, giving the impression of a legitimate multi-party
chat. Figure 7(b) shows an example of such group spoofing
on Apple Messages, where all participants are contacts in
a victim’s contact book. Under such a setting, the attacker
has two additional abilities: (1) they can iteratively control

(a) Chase Bank (b) Group Conversation

Figure 7: Injecting into existing conversations: spoofed mes-
sages in the Chase Bank short code thread (24273) on
iPhone, and in an Apple Messages group where the adver-
sary impersonates both participants in an ongoing thread.

all sides of a group conversation by cycling through the
headers, and (2) they can inject a message into an ongoing
group conversation without having the message delivered
to the other members of the group. In short, the attacker
can effectively spoof as all parties involved in a group
conversation, for both Android and iPhone.

Such attacks are possible because both Verizon MMS
and AT&T MMS allow an email message to specify multiple
recipients using additional To headers in an email message,
with no apparent verification of the additional addresses.
In both Google Messages and Apple Messages, an email
message with multiple recipients results in the message
being displayed as a group message. In both cases, the
gateway delivers the message to the target (the first address
in the To header), and the additional recipients are parsed
as phone numbers and participants in a group conversation.

6.4. Phishing Content

Spoofing the sender identity is often only one part of
a broader attack that aims at prompting the victim to take
some action that benefits the attacker. In this section, we
examine how attackers can utilize sender spoofing with
carefully crafted phishing content to achieve higher-level
malicious objectives. We discuss three types of phishing
content that synergize well with sender spoofing, presented
in order of increasing sophistication: content that advertises
scams, content that employs app redirection, and content
that facilitates conversation hijacking.

Advertising Scams. Particularly for the carrier gateways
supporting MMS, it is straightforward for attackers to spoof
messages to targets as yet another method for advertising
any of a wide variety of common scams. However, unlike
previous message abuse on phones, by spoofing scam mes-
sages an attacker can take advantage of trust relationships
associated with the spoofed sender identity to increase the
chance that a target engages.
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Using standard MIME headers and base64-encoded at-
tachments, we systematically documented the kinds of me-
dia the MMS carrier gateways support (Appendix C.4), as
well as the display behavior of the attachments in the phone
messaging apps. All carriers have gateways that deliver
MMS messages containing URLs or media attachments, and
the messaging apps on the phones make it very convenient
for users to tap on the URLs to preview and start to engage
with the scam an attacker is advertising.

Redirecting to Other Apps. In addition to traditional
MIME content, an attacker can further take advantage of
URL behavior specific to phones. In particular, an attacker
can place URLs in spoofed email messages that redirect
users to other apps on the phone. For instance, an attacker
can use a URL with a phone number prepended by tel: in
a spoofed message, and a user who taps on it will open the
default phone application. Similarly, if a user taps on a URL
to a WhatsApp invite https://wa.me/19876543210,
the WhatsApp app will open and prompt the user to respond
to that number, as shown in Figure 8(a).

Hijacking Existing Conversations. One major limitation
of sender spoofing attacks is that the attacker cannot receive
replies from the victim, as replies go to the legitimate sender
being impersonated. One way to overcome this limitation
is injecting the attacker’s contact details onto the victim’s
device, enabling them to receive replies. To achieve this
goal, an attacker can include a Virtual Contact File (VCF)
in their message. A VCF is a MIME attachment supported
by all MMS gateways and contains contact information.

Figure 8(b) shows an example of a VCF attachment
injected into an ongoing conversation on T-Mobile’s MMS
gateway.15 When received, both Android and iPhone mes-
saging apps present the VCF as a contact card. If the victim
imports information from this card, their phone’s address
book is updated to include the attacker’s contact, enabling
the attacker to receive replies. Moreover, if an attacker does
not know of a contact on a target’s phone, the ability to send
VCF creates an opportunity for an attacker to bootstrap one.

7. Discussion

In general, the problems highlighted in this paper are the
product of semantic gaps that arises when composing dis-
parate kinds of communication services. Absent clear end-
to-end origin integrity, such compositions founder around
the ambiguities of translating the addressing semantics from
one domain into another (i.e., from email to IMS).

In Appendix A, we discuss our ethical considerations
and coordinated disclosure to affected stakeholders. In what
follows, we discuss short-term mitigations and longer-term
fixes for the range of deficiencies identified in this paper;
all require changes by an array of stakeholders (sadly, there
is no silver bullet here).

15. A MIME attachment can cause the gateway to insert a short notice
into the delivered message (e.g., “Additional media content is included...”
in Figure 8(b)).

(a) WhatsApp Redirect (b) VCF Injection

Figure 8: Hijacking a conversation via VCF or WhatsApp
redirect, causing the victim’s replies to a spoofed identity to
reach the attacker.

Perhaps the simplest approach is for each carrier to
discontinue email to messaging gateways (as AT&T has
recently done [5]). Indeed, it is unclear if consumer use
of such services is still widespread and there are multi-
ple alternatives for automating commercial messaging use
(e.g., Twilio). However, while shutting down email gateways
would eliminate the email spoofing vector we have surfaced,
it would not address ambiguities in other kinds of messaging
gateways — which may have similar vulnerabilities. The
next most restrictive approach would be to configure gate-
ways to require explicit SMTP Authentication [60] and then
filter outbound mail to only allow sender information con-
sistent with the authenticated user’s credentials. However,
this would also foreclose using such gateways via existing
MTAs (e.g., such as gmail). A yet more permissive approach
would be for gateways to require a validated Mail From
domain (e.g., via SPF) and to only use the Mail From field
in constructing a message (i.e., eliminate all other “fallback”
behavior). This approach effectively delegates responsibility
to the sending MTA, both to correctly configure SPF and
appropriate authenticate their users. An even more open
approach is simply “wrap” the address, subject and body
in a message originating from a reserved phone number
associated with the gateway (as AT&T did with SMS). This
would make the origin of such messages clear, but would
also impact user experience as legitimate messages would
no longer be recognized as being associated with an existing
contact. Lastly, all such gateways should also further tighten
message parsing to limit the allowable syntax (and, thus,
opportunities for confusing app parsers). However, there is
no clear consensus on what that syntax ought to be, and
additional study may be required.

On the handset side, app parsers should similarly be
tightened to avoid ambiguities that “short circuit” display.
As well, app developers may want to reconsider using mild
indicators when the mode of transport has changed (i.e.,
the small type SMS/MMS indicator text) as we suspect
few users understand its security importance. Indeed, at
very least for modes of communication that have existing
end-to-end security guarantees (e.g., RCS, iMessage), we
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would recommend that intervening messages delivered via
an insecure transport should either create a new thread
and/or be highlighted as a potential security concern.

In addition, because spoofed text messages are often
part of larger attacks (e.g., phishing), existing defenses,
such as warning [57], user training [41], SMS trace analy-
sis [61], and out-of-band verification [51], should account
for spoofed messages in their threat models.

Finally, the ideal solution to this situation would be to
standardize on messaging transports that provide end-to-end
integrity and abandon others. However, we recognize that
this is more of an economic and logistical challenge than a
technical one, and thus may be slow to deploy.
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Appendix A.
Ethics Considerations and Disclosure

There are two classes of ethical questions that result
from a study such as ours. The first is the extent to which
the experiments themselves implicated the interests of any
stakeholders whose services or equipment we used. To that
end, our experiments involve sending emails to gateways
that are explicitly and publicly advertised as being available
for that purpose. Moreover, we send messages destined for
devices that we own (or have permission to use for this
purpose), and which operate with SIMs associated with
either the particular carrier or MVNO operating the email
gateway, or a carrier that an MVNO depends on for service.
To wit, while the content of our messages is atypical, we
are otherwise using them for the purpose that they were de-
signed for, with customers they were designed for reaching,
using handset equipment under our control. Moreover, we
were careful to rate limit our experiments to not impose
undue load on any individual service or provider.

The second issue is one of disclosure and whether there
was sufficient opportunity for vulnerable stakeholders to
mitigate these issues prior to any publication of results
(and hence potential secondary harms). We disclosed to
all vulnerable carriers discussed in this paper in advance
of submission. Each responded promptly and validated the
significance of the issue, and, as of this writing, all four
carriers had either deployed an explicit fix in their gateways
or discontinued the operation of their email to text gateways
altogether (AT&T [5]).16 At the request of the reviewers,
we have also disclosed to the GSM Association (GSMA)
on February 17th, 2026, who will be able to appropriately
distribute this information to carriers in other countries who

may have similar or related flaws. On March 30th, 2026,
GSMA’s panel determined to update their FS.30 Security
Manual [25] that details security guidelines for network
operators, with details of our attacks and mitigations on how
to tighten email to text gateway policies.

On the handset side, we disclosed the sender parsing
vulnerabilities to Google Messages on August 22nd, 2025,
and to Apple on September 3rd, 2025. Google confirmed the
vulnerability and released a fix in Google Messages version
20251009_00_RC00, publicly available as of October 21st,
2025. Apple confirmed the sequence injection vulnerability
on October 22nd, 2025, subsequently assigned CVE-2025-
46311 to it, and addressed it in iOS/macOS/iPadOS 26.3.
Apple was unable to reproduce the space injection attack in
their testing and made no code changes. Apple determined
the interleaving behavior to be correct by design, with no
security implications, but indicated they may make enhance-
ments in the future. Finally, an Apple fix for the RCS
Business Messaging spoofing vulnerability is expected in a
subsequent release. Taken together, we believe remaining
risks associated with publication are minimal, especially
when weighed against the benefits of improving our un-
derstanding of these kinds of composition risks (which are
likely manifest in a range of enterprise systems employing
similar kinds of functionality).

Appendix B.
Extending beyond U.S. Carriers

Reviewers requested that we assess whether the vulnera-
bilities we identified extend beyond U.S. carriers. While it is
beyond the scope of this paper (and our operational ability)
to exhaustively evaluate all global carriers, we extended our
analysis to explore nation-wide mobile carriers in Mexico
and Canada that offer email to text gateways.

Mexico. We tested all Mexican carriers with national
coverage that had documented email to text gateways. Of
these, only Telcel’s gateway (itelcel.com, whose MX
record resolves to mx1.itelcel.com and points to an
IP in Sixsigma Networks Mexico) accepted our connec-
tions. However, all messages sent to this server were re-
turned with bounce messages reporting 550 Recipient
IS NOT OK, and we were unable to confirm whether the
gateway was operational for legitimate use.

Canada. We similarly tested all national Canadian carri-
ers with documented email to text gateways, and found only
Telus Mobility to have a working gateway. Telus operates
two gateway domains (msg.telus.com for SMS, and
mms.telusmobility.com for MMS) both of which re-
solve MX to msgspamblk.glbpr.telus.com, which
points to IP addresses operated by Telus. Via a con-
tact in Canada, we tested the Telus MMS gateway17

16. Google Fi classified the vulnerability at its high severity rating and
awarded us a bug bounty, T-mobile deployed a fix within 24 hours of
disclosure and Verizon validated the bug in 24 hours and had deployed a
patch within five days.

17. We tested on Koodo Mobile, which is a Telus MVNO that uses the
Telus MMS gateway.

16
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Carriers SMS+MMS Gateway Domains

T-Mobile

tmomail.net (both SMS & MMS)
Mint Mobile
Assurance Wireless
US Mobile (LS)
Red Pocket (GSMT)

Google Fi msg.fi.google.com (MMS only)

Verizon vtext.com + vzwpix.com

Tracfone

vtext.com +
mypixmessages.com

Straight Talk
Simple Mobile
Spectrum Mobile
Xfinity Mobile
Visible
US Mobile (Warp)
Red Pocket (CDMA)

AT&T

txt.att.net + mms.att.net
Consumer Cellular
US Mobile (Dark Star)
Red Pocket (GSMA)
h2o Wireless

TABLE 6: The email to text gateways we identified for
twenty popular wireless carriers in the U.S. We group the
carriers by the gateways that they share.

Figure 9: The raw SMS PDU byte stream corresponding to
the parsed representations shown in Figure 2.

and found that it exhibits the same “Missing Header”
vulnerability as Verizon MMS (Table 4): with Mail
From empty and From set to a spoofed domain (e.g.,
delivery@dhl.com). Similar to T-Mobile, we observed
popular domains (e.g., usps.com) being rejected with an
SMTP error code 421 4.2.0 mail accepted for
delivery AUP#BL, suggesting the domain triggered a
similar reputation-based filter as part of the carrier’s anti-
spam measures. For less popular domains (e.g., lower-
ranked Tranco domains and our own domain, both with a
DMARC policy of Reject), the gateway delivers the message
with the spoofed sender identity. In the course of investigat-
ing this issue we identified a further parsing vulnerability
in the Google Messages platform, which we disclosed to
them. We also reported the gateway vulnerability to Telus

Mobility but have not received a response despite multiple
attempts to contact them.

Appendix C.
Additional Material

C.1. Carrier Gateway Sharing

As discussed in Section 4.1, we identified the email
to text gateways for twenty popular U.S. carriers. Table 6
shows these twenty carriers grouped by the gateways that
they share. When carriers use separate gateway domains for
SMS and MMS service, we include both domains.

C.2. Raw Data for SMS and MMS PDUs

To help reproduce our findings, we include the original
binary stream of the SMS PDU shown in Figure 2 here.
Figure 9 shows the raw bytes of an SMS PDU captured from
Verizon, in which we use Wireshark’s gsm_sms dissector
to parse the SMS PDU. Note that although the SMS PDU
contains an Originating Address field of 6245, the phone
display logic will override it to show the SMS Display
Sender in the message body. The MMS PDU is similar,
but shows the From, Subject, and Data (body) fields of the
MMS message separately, where the From field shows the
spoofed email address (delivery@usps.com).

C.3. Parsing Vulnerabilities per Carrier Gateway

Table 7 shows the details of the parsing vulnerabilities
of the sender identity discussed in Section 6.1. The table
annotates the vulnerabilities with the carrier gateway that
they are specific to, and it documents the parsing behavior
for alphanumeric sender identities (i.e., if they are type-cast
to lowercase or retained in their original case).

C.4. MIME Attachments

While carriers impose a limit on the size of MMS
messages [50], they are lenient on the type of media that
can be sent. To infer which media types each carrier gateway
allows, we enumerate attachments across a range of MIME
types (Table 8). While most carriers allow all MIME types
we tested, Google Fi strips PDF, ZIP, and DOCX attach-
ments. Most carriers reject delivering riskier content, such
as shell scripts or executable files.

C.5. Additional Conversion Details

Multiple Recipient Headers. The To header can have
multiple addresses separated by commas. Some carrier gate-
ways remove all addresses but the first when converting the
email message to a PDU. However, both AT&T and Verizon
retain all addresses and populate the PDU To header with
them. The benign use case is that ultimately the messaging
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Method Phone/App Spoof As Carrier Gateway Received As Displayed As

Special Seq. Apple

P All 9876543210=?@a.com +1 (987) 654-3210
SC All 54321=?@a.com 54321
LCTXT AT&T MMS, VZ-MMS lowerUPPER=?@a.com lowerupper
TXT GFi, TMO, VZ-SMS lowerUPPER=?@a.com lowerUPPER
P VZ-SMS "9876543210@a.com +1 (987) 654-3210

Space Apple SC VZ-SMS "54321 @a.com 54321
TXT VZ-SMS "lowerUPPER@a.com "lowerUPPER

Invalid Addr. Apple
P VZ-SMS "9876543210" +1 (987) 654-3210
SC VZ-SMS "54321" 54321
TXT VZ-SMS lowerUPPER lowerUPPER
P GFi, TMO, VZ 987@6543.210 +1 (987) 654-3210Numeric Addr. Google Msgs SC GFi, TMO, VZ 5@4.321 54321

TABLE 7: Extended version of the parsing vulnerabilities in Table 5 annotated with the carrier gateway that they are specific
to. P: phone number, SC: short code, TXT: arbitrary text, LCTXT: lowercase text, a.com: short for attacker.com.

MIME Type VZM TMO ATT GFI

Media
PNG/JPEG ✓ ✓ ✓ ✓
GIF ✓ ✓ ✓ ✓
MP3 ✓ ✓ ✓ ✓
MP4 ✓ ✓ ✓ ✓

Contact & Docs
VCF (vCard) ✓ ✓ ✓ ✓
PDF ✓ ✓ ✓ S
ZIP Archive ✓ ✓ ✓ S
DOCX ✓ ✓ ✓ S

Executable Content
Shell Script (.sh) ✘ ✓ ✓ ✘
Executable (.exe) ✘ ✘ ✘ ✘
Dynamic (.dll) ✘ ✘ ✘ ✘

Web Content
Links ✓ ✓ ✓ ✓
HTML ✓ ✓ ✓ ✓

TABLE 8: MIME type filtering and delivery inconsistencies
across carrier messaging services. ✓: Delivered. ✘: Not
Delivered. S: Delivered, but attachments stripped.

app on the phone can use the multiple addresses to associate
the message with a group conversation thread.

However, the AT&T MMS and Verizon MMS gateways
do not verify if the additional addresses are valid. As a
result, an attacker can use arbitrary target addresses (e.g.,
spoofed email addresses or phone numbers) as additional
addresses when crafting email messages to their gateways.
Since the additional recipients are not verified, an attacker
can include other phone numbers, belonging to other carri-
ers, in the email To header. Section 6.3 describes combining
this vulnerability with other UI rendering attacks to inject a
message into an existing group conversation.

When converting email to IMS messages, by default
carrier gateways will prepend the Subject header to the email
body, often with simple formatting added. For example,
many providers add a newline to separate the Subject from

the body, T-Mobile SMS/MMS wraps it in forward slash
tags, and Verizon SMS surrounds it with parentheses. To
more stealthily inject a spoofed message into a conversation,
an attacker will want to suppress the Subject header so that
the email body appears like any other direct message.

Subject Suppression. To determine to what extent an
attacker can suppress the Subject header, we tested sending
an email message (1) without any Subject header, and (2)
with five edge cases: using ASCII space, backspace and null
byte characters, CRLF sequence, and Unicode NBSP char-
acter as the Subject. Table 9 shows how the carrier gateways
convert the Subject header under these conditions. Sending
a message without a Subject is the least attractive technique:
all providers prepend a default string to the message body
(e.g., T-Mobile prepends “no subject”). In many cases,
a message without a Subject also leaks additional headers
(e.g., X-CMAE-Envelope).

Scenario VZ-MMS VZ-SMS TMO-SMS ATT-MMS GFI-MMS

Default Subj:S←↩b (S) b /S/ b S←↩b Subj:S←↩b
No Header b∗ b∗ /no subj/ b∗ b∗ b
ASCII b b /no subj/ b b b
Backspace ✘ b / / b b Subj:
Null byte b b /no subj/ b b Subj:
CRLF seq. ? b /no subj/ b ? b
Unicode ? (b) /?/ b ? Subj:?

TABLE 9: Suppressing the subject header. ←↩: a newline
between subject and body. b: body text. Subj: subject text. ∗:
additional headers leaked. ✘: not delivered. ?: ‘?’ character
in subject.

However, with every carrier gateway except T-Mobile,
an attacker can use one of several other syntactical tech-
niques (e.g., a single ASCII space) to completely suppress
Subject. In doing so, the gateway delivers the converted
email message with just the email body as the message
content. With T-Mobile, the most effective technique is a
Subject header with a backspace character, in which case
T-Mobile just prepends the string “//” to the body.
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Appendix D.
Meta-Review

The following meta-review was prepared by the program
committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

D.1. Summary

The paper identified two classes of vulnerabilities that
enable end-to-end text message spoofing attacks that use
email as the source. First, the authors describe several vul-
nerabilities that attackers can use against email to text mes-
sage gateways operated by popular carriers, which allows
email content to be converted and sent as text messages.
Second, the authors describe bugs in implementations of
messaging platforms such as iMessage and Google messages
that hide the real source of attacks and enable imperson-
ation. Experiments show that major MNOs in U.S. im-
plement different email authentication mechanisms/policies,
and they rely on different email headers for constructing
the sender identity. On top of these, the messaging stacks
of mainstream smartphone OSes are found to employ un-
sound parsing heuristics and display formats for handling
various types of sender identities, which further enable the
possibility of deceit. The paper then demonstrates how an
attacker can take advantage of all these quirky behaviors
to launch convincing and indiscernible SMS/MMS spoofing
attacks at a fairly low cost. Google and Apple have already
made plans to fix their implementations after responsible
disclosure, but a complete mitigation will require carriers
to tighten their implementations, and possibly intervention
from standardization bodies.

D.2. Scientific Contributions

• Independent Confirmation of Important Results with
Limited Prior Research.

• Identifies an Impactful Vulnerability.
• Provides a Valuable Step Forward in an Established

Field.
• Establishes a New Research Direction.

D.3. Reasons for Acceptance

1) The paper identifies multiple impactful vulnerabili-
ties to conduct realistic and powerful attacks through
spoofed text messages.

2) The experiments were executed well, and the effort
of reverse engineering the messaging stacks of smart-
phones to find implementation-level root causes is com-
mendable.

3) The paper does a good job of building up the attack
chain, and explains the steps through which the attack
was tested.

D.4. Noteworthy Concerns

1) Multiple reviewers raised issues about the completeness
and the generalizability of the identification of attack
vectors and vulnerable networks is limited: the paper
mostly uses ad-hoc methods in identifying vulnerabil-
ities, and only tests major carriers within the United
States.

2) The paper does not provide explicit details about the
disclosure process, including efforts to inform carriers
outside the US.
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